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Introduction

Businesses face threats from cybercriminals every day therefore this guide
will teach you about the most common cyber attacks. Use this
information as a handbook regarding what you and your employees
should be looking out for. Additionally, make sure that your business has a
suitable amount of security in place to minimise the risk of these styles of
attacks occurring to your business.
UK businesses are at a considerably high risk of an attack happening to
them. In 2021, 39% of businesses within the UK reported that cybercrime
has taken place. Cyber attackers also target charities, it was reported in
2021, 26% of charities had also faced a cyber attack. A quarter of both
businesses and charities that suffered a cyber attack then reported they
were getting targeted once a week. Therefore it is wise to educate yourself
and your employees on the kinds of attacks these criminals are using and
how to protect the business from them.
If your business suffers an attack, you will likely have lost money,
customers and data. Another implication from an attack is that your
devices would have been compromised which means the attacker can
access all your information or a malicious piece of code has wiped
everything from your work devices. Your customers and potential
customers will be wary of working with you after a security breach which
means your reputation and credibility has also been damaged,

Main Concerns

MONEY

Your business can end
up paying for:
Compensation to
customers
Legal Fees
Ransom Fees
Regulatory Fees
You can also miss out
on potential revenue
from new customers.

CUSTOMERS

If a customer finds out
their data has been stolen,
it is likely they will find
another business to work
with. If potential
customers find out they
will no longer consider
doing business with you;
damaging your reputation
and credibility.

DATA

Your business could
potentially lose very
sensitive data; this can
take a lot of time to
recover from. If your
business does not
back up data correctly
then this kind of
impact could
potentially break your
business.
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Phishing Attacks

Phishing attacks are a well-known and common form of cyber-attack.
There are many ways cyber attackers can use this style of assault
including through emails, text messages and websites; however, the most
common form to date has been emailing. Unfortunately, if an attacker
copies your company in an attempt to get the information your domain
could be blacklisted and your emails may no longer reach your intended
customers. Cyber attackers use this style of attack to gain sensitive
information from a company and often involve harmful links & code,
malicious documents, social media accounts and communication e.g
phone calls.
There are variations of this style of cyber attack, which are as follows:
Deceptive Phishing - this is when a cybercriminal poses as a legitimate
and well-known business in an attempt to get your information. The
content will include threats and a sense of urgency to make victims
think they have to take action immediately.
Spear Phishing - this is a targeted approach to phishing where the
attacker will learn the victim's name, work role and business they work
for in an attempt to get the information they desire.
Whaling - is when a cyber attacker commits fraud of an employee who
has a very high ranking e.g. CEO and uses their credentials to trick
employees and customers into sending their personal details They will
also use these credentials to steal money from the business.
Vishing - a cyber attacker will use VoIP (a phone that works over the
internet) to impersonate businesses with the intention to steal
sensitive data and funds.
Smishing - this is when cyber attackers send out malicious text
messages with a fake link pretending to be a business;; this is to trick
the victims into handing over personal information which they can use
e.g. banking details
Pharming - is when a cybercriminal attempts to redirect traffic to a
fake website they have created in order to steal sensitive information
or to install a piece of malware onto their devices.

Interesting Stats
75% of businesses around the world have fell victim to a phishing
attack
81% of organisations around the world have found an increase in
email phishing since the beginning of COVID
A lack of awareness around this topic means that phishing is the
most likely cause of a data breach
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Malware

These can also be known as ransomware attacks and can be given to a
victim through a link or file typically over email; they are designed with the
intention to destroy and damage computers, steal data and ruin
businesses.
Ransomware attacks involve a malicious software that can contain the
following:
Viruses (a piece of harmful code or a program that is written to alter
the way a computer behaves and has the ability to spread from one
device to another)
Trojans Horses (a harmful code or software which is able to take full
control of your device)
Spyware (this is a type of malicious software that gathers information
on a person or business to send to an outside user to harm the victim
bring spied on)
Ransomware (this is a type of programming that wants to harm the
user by gathering all of their information, infecting and taking control
of a system)
Once the malware has access to a system it will begin completing a range
of tasks such as:
Stealing data
Encrypting data
Deleting sensitive data
Monitoring what the user is doing
Damages computers basic input/output system
Damages a system's boot factory
When all of this damage is occurring to your device it creates a high
chance of your system files being lost and the system potentially shutting
down.

Interesting Stats
Around 560,000 new types of malware are found every single day
Four companies are a victim to malware attacks every minute
The most common type of malware attack is Trojan Horses

04

Malicious Code & Applications

Malicious code and applications have a similar goal to malware; meaning
the application or code will harm your computers, network and software.
The attack can occur when an employee clicks on a link or attachment
which contains the malicious piece of code or application; this is usually
sent through email as the attacker impersonates a well-known entity. In
addition to this, these kinds of attacks can happen through infected USBs,
hard drives and files which are sent to you; therefore you should always be
wary of what you are clicking on.
This kind of attack can take place through various threats:
Viruses (a piece of harmful code or a program that is written to alter
the way a computer behaves and has the ability to spread from one
device to another)
Worms (this is a programme which self replicates itself and can spread
throughout your whole network; they don't need a host, unlike viruses.
It will take up large amounts of memory and bandwidth which stop
the system from responding)
Script Attacks
Backdoors (this attack gives cybercriminals unauthorised access to
your business website through malware finding unsecured points of
entry e.g. old plug-ins.)
Active Content (this is malicious code inserted into a script and
downloaded onto a web browser, this will be launched without
authorisation then effect your businesses system)
Trojan Horses (a harmful code or software which is able to take full
control of your device)
These kinds of attacks will collect sensitive data and destroy your devices,
networks and data; some are also able to spread between employees in
your business.

Interesting Stats
7% of websites on Google were tested positive for malware
infection
The most common method viruses are spread is through .exe files
Around 46% of hackers will send malware viruses through emails;
therefore be cautious of what you click on
The UK ranks 2nd for the amount of ransomware attacks that
have taken place.
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Brute Force Attack

This is also known as a brute-force-password attack; and is when a
cybercriminal will repeatedly guess your password in an attempt to access
your accounts, sensitive information (about you or your organisation) and
your database. This style of attack can also be known as a dictionary attack
because hackers will find a document that contains millions of
combinations of passwords that are commonly used, in order to break
into your personal accounts or devices.
Due to the number of possible passwords, cyber attackers have made it
possible to use automation software that will go through a series of
possible passwords in order to find the right one to be given access.
Hackers could want to do this in order to get money or commit fraud; if
they use this attack on a business, then their aim could be to steal
credentials/data, add viruses to the site/business and trick employees or
customers into giving them personal or sensitive information. Therefore,
most networks, devices and databases ask you to set a long password to
prevent this from happening.
Luckily, there are ways to prevent a brute force password attack from
happening to you. One way is to ensure you set a strong password for all
of your devices, networks, and accounts; it has been recommended by the
National Cyber Security Centre to create a password that has three
random words that are all unrelated to each other. They have also
suggested including a range of characters within your passwords such as
capital and lowercase letters, special characters, and numbers.
Completing all of this should lower the risk of you being hacked. Words or
phrases to avoid in a password include:
Your name
Your families names
Your date of birth
Your pets name
Where you were born
You can also set up multi-factor authentication which means once you
have typed in your password, you will receive a call or text message which
will be sent to your phone or chosen device which you are required to
enter to get access to your own accounts.

Interesting Stats
81% of company data breaches occurred due to poor passwords
99.9% of attackers were stopped by multifactor authentication
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Security Awareness

Security awareness training is something that can often be overlooked
however it would be very worthwhile to incorporate it into your workplace.
Research has found that at least 90% of security breaches are due to
human error, therefore training your employees to understand the
elements of a cyber attack minimises the risk of your business being
harmed by cybercriminals.
There is a range of tools available to help employees understand what to
look out for in a safe and controlled environment; such as getting
simulators that walk employees through the warning signs of your
business being attacked. It is also worth teaching employees about best
practices when going online and when receiving communication from an
entity that your business does not work with. to minimise the risk of a
security breach.
Security Awareness training should become a consistent part of your daily
routine however it is recommended to learn about this in small doses so
you do not overwhelm your employees. Therefore delegate some time
each week to ensure employees are able to get a good understanding of
how to protect your business.
Topics you can cover include:
Passwords
Phishing
Links and Pop-Ups
Emails
Downloading files from online
How to tell if an employee has bad intentions
Malware

Interesting Stats
Over 90% of security incidents are now caused by cyber attackers
targeting employees
68% of workers in high positions believe that thier cyber security risks
are on the increase
Security related breaches and risks can be reduced by 70% when
businesses choose to invest in cyber security awareness and training
for thier employees.

5 THREATS YOUR BUSINESS SHOULD BE
AWARE OF
Phishing Attacks
Phishing attacks are when a malicious link is sent to you. There
are many ways cyber attackers can use this style of assault
including through emails, text messages and websites; they
will impersonate a well known business to trick the victim.

Malware
These can also be known as ransomware attacks and can be
given to a victim through a link or file, typically over email;
they are designed with the intention to destroy and damage
computers, steal data and ruin businesses. There are many
ways hackers achieve this.

Malicious Code & Applications
Malicious code and applications will harm your computers,
network and software. The attack can occur when an employee
clicks on a link or attachment which contains the malicious
piece of code or application; this is usually sent through email as
the attacker impersonates a well-known entity.

Brute Force Attacks
This is also known as a brute-force-password attack; and is
when a cybercriminal will repeatedly guess your password in
an attempt to access your accounts, sensitive information
(about you or your organisation) and your database.

Security Awareness Training
Security Awareness training should become a consistent part
of your daily routine, however, it is recommended to learn
about this in small doses. Therefore delegate some time each
week to ensure employees can get a good understanding of
how to protect your business.
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Contact Us

We understand that picking the right managed service provider for your
business can be a challenge however we are happy for you to contact us
for any advice regarding this issue!
We promote best practices and want to empower your business through
IT and security; we can handle any issues big or small.
Workplace Connect can offer support in London and the South East of the
UK. We provide on-site as well as remote support for your business and
promise to get back to you in a timely manner through our dedicated
team of experts. We have two offices based in London and Hampshire
which your business can work with to get specialist IT support and
security services.

Address
1) 86 - 90 Paul Street
London
EC2A 4NE
2) Never Despair Studios Unit 2
Alton Rd
Hook
RG29 1RT

Contact Details
Phone Number: (+44) 203 633 3182
Email: hello@workplaceconnect.co.uk
LinkedIn: Workplace Connect

