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Social engineering has become a very common cyberattack and this paper explain and explore to you what is
and provide information on some common types; so, you
can understand how to protect yourself and your
business.

98%

It has been found that cybercriminals use social
engineering in 98% of attacks (Galov, N, 2021);
meaning it is important to understand this style
of attack because it is likely to happen to you.

“Most cybercriminals are master manipulators, but that
doesn’t mean they’re all manipulators of technology –
some cybercriminals favour the art of human
manipulation” (Pilette C, 2021). What makes social
engineering particularly dangerous is that it relies on
people to make the mistakes rather than them searching
for vulnerabilities within your software or operating
systems (Imperva, n.a); therefore, it is vital to educate
your staff on how to avoid this style of attack. Mistakes
that are made by users compared to the technology are
less predictable and harder to identify (Imperva, n.a).
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Cybercriminals will use social engineering to build trust
with you in order to steal your personal information, get
you to open malicious files and give them access to
restricted data (Galov, N, 2021). It will usually include
multiple stages in order to build trust and gain access to
their targeted information (Nelson B, 2021). This can be
very dangerous for individuals and companies alike, due
to the amount of money that could be taken and the loss
of confidential data (Nelson B, 2021).
If you usually open links within emails and share your
personal information but do not check who it is coming
from, then you can be at risk of becoming a victim of
social engineering (Moes, T, n.a). One of the biggest
threats of social engineering is that if an attacker gains
access to your login credentials, social security number
or bank details, they may keep it for their own use or
chose to sell it on the dark web (Nelson B, 2021); on the
dark web, it can be bought and exploited which can lead
to identity theft or additional problems in the future
(Nelson B, 2021).
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What is social engineering?
One definition of social engineering is “manipulating
people into handing over confidential information such
as a PIN or password” (BBC, 2022). It can cover a vast
range of malicious activities through misleading human
interactions; it uses psychological manipulation in order
to trick people into breaching security protocols and
providing criminals with confidential information
(Imperva, n.a).

70%

It was found in 2021 that “over 70% of all data
breaches were due to social engineering”
(Galov, N, 2021); therefore, education on this
topic could be the best form of prevention.

Cybercriminals who carry out this particular crime are
also known as social engineers, the most common goals
are either to cause trouble or steal valuable assets such
as data or money (Pilette, C, 2021). These kinds of scams
can take place:
Online
On phone calls
In-person
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However social engineering is now commonly associated
with cyberattacks, due to attackers finding it easier to pull
off this crime when they are online (Galov, N, 2021).
The term social engineering originated in social science,
where it means any effort by high power groups such as
the media or governments to influence or shape their
target population’s behaviour (Moes, T n.a). Therefore,
social engineering incorporates the use of manipulation
in order to achieve a goal, this can be for good or bad
reasons. Although, the term originates from the late 19th
century, it has become more closely associated with
cybersecurity in recent years (Moes, T, n.a).
Social engineering involves a range of steps, we will
explain them in the following stages:
1. The attacker will first conduct background research
which will involve learning about the victim, the weak
points of entry to the victim or the business and
security protocols involved with the attack. (Nelson B,
2021)
2. Next, the cybercriminal will attempt to make a
connection with the victim, this is usually through
impersonating to be a well-known entity; in an attempt
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to build trust. (Imperva, n.a).
3. At this stage, the victim will have gained enough trust
with the attacker to pass over confidential information.
LLL(Imperva, n.a).
4. Finally, once the attack has everything, they wanted to
LLLLexploit from the victim, they will slowly stop talking to
LLLLthe victim and disappear. (Nelson B, 2021)
See below for a diagram of this cycle:

To be able to be successful with this kind of attack,
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cybercriminals must assume that the victim is willing to be
helpful with whatever issue they present to them; in
addition to this, they must assume that the victim does not
know much about this kind of attack (Moes, T, n.a).
However, it does not all come down to luck, the
cybercriminal has to do the necessary background
research of the potential target in order for the attack to
appear as though it is from the real entity are framing to
be (Imperva, n.a). This can include a check through social
media of their:
Birthdays
Email addresses
Phone numbers
Places they visit
However, if a cybercriminal chooses their potential target
to be a business, then they must take a different
approach to this. Rather than going through social media
to stalk the target, they will require someone on the inside
to provide a variety of information such as:
Intelligence regarding the company (Moes, T, n.a)
It's operations (Moes, T, n.a)
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Employee structure (Moes, T, n.a)
List of business partners (Moes, T, n.a)
It is common for criminals to target low-level employees
who will have access to the information they are after.
They will do this by either tricking the victim into sharing
information voluntarily (by impersonating an entity) or
through infecting their computer with malicious software
that has the ability to monitor their activity and send
detailed reports back to the hacker (Moes, T n.a).
With all of this in mind, it can become clear why education
can be the best prevention method for stopping a social
engineering attack from happening to you. This paper will
now explain some common types of social engineering
attacks so you can understand what to be aware of.
However, there is a vast range of attacks out there so
would be wise to continue your research.
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baiting
Baiting has been given this name because it is built on the
idea that someone is taking the bait, in other terms the
cybercriminal is dangling something desirable in front of
the victim in hopes that they will fall for it (Pilette, C, 2021).
This type of social engineering can take many forms
including downloading files or through physical elements
such as a flash drive left for the victim to find and use
(Tashina, 2021). A flash drive labelled confidential could
spark someone’s curiosity and once they try to open it
using their computer it installs malware which can infect
the device and allow it to connect to the servers of the
business (Nelson, B 2021).
The filename within a USB can persuade an employee to
download the file (e.g. confidential or profit and loss)
which can contain a trojan horse (Tashina, 2021); this
means “a program downloaded and installed on a
computer that appears harmless, but is, in fact, malicious”
(Clark, C, 2020). The trojan horse can spread across the
entire internal network which prompts the attacker to
move onto the next stage of their attack whilst collecting
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valuable information to use against them (Tashina, 2021).
In addition to this, another physical method of baiting is a
cybercriminal could put a company logo onto an infected
device or memory stick then drop it into a place where
they know employees are likely to find it such as a
company car park (Canham, M, 2022). Once they plug it in
the virus will start to spread so that the attacker can
gather all the relevant information it needs to ensure the
attack works.
On the other hand, online methods include social sites
where someone could encourage you to download a type
of media that is infected with malware which in turn
infects your device (Pilette, C, 2021). Movie downloads
illegally online can also be used as bait, once a person
has downloaded the movie the malware could provide
access to all of the data within the victim’s computer
(Nelson. B, 2021).
Furthermore, another online method for baiting is through
emails and websites which entice a person to click on
them because they think they have received good news.
These could include a message such as ‘you have been
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selected as the lucky draw winner’ or ‘you have been
chosen for the opportunity to ___’ (Tashina, 2021). The
emails and websites will contain malicious links, when
downloaded these will infect your computer and leave all
your data vulnerable to cybercriminals.
See below for baiting examples:

https://workplaceconnect.co.uk

Scareware
As stated in the name, this style of social engineering
involves scaring the victim into taking action fast. This can
be through forms such as pop-ups and emails which are
clearly stating ‘you must act now to get rid of viruses and
malware’ (Pilette, C, 2021). However, if you fall for these
urgent messages, it can actually install the very viruses
and malware the message is saying you have already
(Pilette, C, 2021). Scareware will use social engineering to
take advantage of a victim's fear in order for them to
install software that isn’t what they need and contains
malicious software (Forcepoint, n.a). It is known for
holding a victim's data hostage in exchange for a pay-out
once the software has been downloaded and the attacker
has been able to access everything on the device
(Forcepoint, n.a).
To avoid becoming a victim of scareware, here are some
key elements to look out for:
Imitated logos of legitimate programs and businesses
(AVG, n.a).
A progress bar being displayed on your device say
your computer is being ‘scanned’ (AVG, n.a).
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The message contains flashing red images (AVG, n.a).
There are fake screenshots of infected files on your
computer (AVG, n.a).
As stated previously, once you download these programs,
they infect your device from the very things they are
stating to protect you against. And whilst they are on your
device it can leave you vulnerable to ransomware attacks
(“is defined as a form of malware attack in which an
attacker seizes the user’s data, folders, or entire device
until a ‘ransom’ fee is paid” (Kanade, V, 2021) or it can
install spyware which that steals your credit card
information (Buxton, O, 2021); allowing them to commit
identity theft. The scareware can also take up a lot of
space within your computer and start to take over all its
resources with adware. (AVG, n.a).
You should always be wary of banners and pop-ups that
show up on your device especially if it is a constant influx
of notifications because that means it is not a safe
message and you should not click on it, no matter what
the message states. They could use all caps and a lot of
exclamation points to urge you to take action and install
fear in the victim (Buxton, O, 2021).
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There has been a spread of IOS and Android scareware
which means it is vital you stay alert across all platforms
and devices to prevent this from happening to you
(Buxton. O. 2021).
See below for characteristics of scareware:
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pretexting
Pretexting is the use of engaging pretext which is designed
to grab the victim's attention and persuade them into
engaging with the message (Moes, T, n.a). Pretext means
the attacker comes up with a false story (Fruhlinger, J,
2020). Once the victim has been immersed in the story, the
attacker will attempt to trick the targeted victim into
providing valuable information. (Moes, T, n.a).
Cybercriminals will use this style of social engineering and
communicate via emails, texts and phone calls (Welekwe,
A, 2020). Attackers will use pretexting in order to get
access to:
Accounts (Welekwe, A, 2020)
Data (Welekwe, A, 2020)
Financial Information (Welekwe, A, 2020)
Networks (Welekwe, A, 2020)
These attacks are effective if the attacker is able to build
trust and trick the victim into believing they are who they
say they are. The attacker could choose to impersonate
someone the victim is close to such as co-workers, family,
friends or a business who has the right to ask you
particular information (Smith, J, 2021). For example, they
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could impersonate your bank and tell you that your
account has been temporarily suspended and to fix this
you must provide the relevant details.
If the cybercriminal is attempting to fool a big target it
means that they would require a much bigger and more
believable story in order to gain the sensitive information
that they are after. To do this the scam artist will go
through your social media accounts, what you engage
with, and if they can find any immediate family members
(Smith, J, 2021); this will enable them to build a profile on
you which can help them have a more targeted
approach.
In extreme cases they could even find where you live and
follow you in person, however, this is quite unlikely (Smith,
J, 2021). However, it should be noted that these attackers
will do anything they can to get the information they want,
and you should always be wary of how much you share of
your personal life online.
The types of messages they could send impersonating a
business include:
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“We noticed your bank account has been dormant
and we want to help you reactivate it” (Welekwe, A,
2020)
We observed inconsistencies in your customer
information record and we want to help you update it”
(Welekwe, A, 2020)
“Someone attempted to log into your account from an
unknown location, and we want to quickly help you
reset your password/PIN” (Welekwe, A, 2020)
Therefore, always be wary of where these messages are
coming from and if what they are saying is accurate to
what you have been currently doing.

https://workplaceconnect.co.uk

phishing
Phishing is perhaps one of the most famous forms of
social engineering.

75%

75% of companies worldwide were victims
of phishing in 2020 (Galov, N, 2021).

This type of social engineering is when an attacker
attempts to steal personal information from the targeted
victim. The attacker will send a message which asks for
some kind of information that can help them complete a
crime e.g. your personal details, downloading an
attachment or verifying your email address (Pilette, C,
2021).
The first recorded organised phishing attacks were
recorded in 1996 when a group called the Warez
community were known for piracy and hacking. They
completed targeted phishing scams at AOL users
(CompTIA, n.a).
The Warez community also used an algorithm that was
able to create random credit card numbers; when the
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random number generator found a valid card number,
they were able to create real AOL accounts which they
could use to scam users on the site (CompTIA, n.a). They
then continued this further by impersonating AOL
employees in order to gain more sensitive information
from the users (CompTIA, n.a).
Now cyber criminals target their victims through a variety
of communication methods, including email, telephone
and text message (Phishing.org, n.a).

75X

In addition to this, research has also found that
there are 75 times the amount of phishing
websites as malware sites (Galov, N, 2021).

Typically, they will pose as a legitimate institution so the
target victim will be willing to give over details such as
personally identifiable information, banking details and
passwords (Phishing.org, n.a)

96%

“96% of phishing attacks use email” (Galov, N,
2021) which means that this is an element of
social engineering you should definitely focus
on within the workplace and ensure training is
done on this.

https://workplaceconnect.co.uk

Phishing emails can be used to target any size and type of
organisation (National Cyber Security Centre, 2018). The
attack on your business could be through the
cybercriminal trying to collect new passwords or make
some easy money; additionally, it could be a targeted
attack where the attacker is attempting to steal your
business’s sensitive data (National Cyber Security Centre,
2018).
Once a hacker has found a point of entry into the
business’s data systems, they will gain access to
important accounts which is likely to result in identity theft
and financial loss for your business (Phishing.org, n.a).
Email attacks can allow cybercriminals to do a range of
harm including installing malware, sabotaging systems,
stealing data and money (National Cyber Security Centre,
2018). Furthermore, phishing emails are an easy method
to target millions of people at once, it also can go
undetected due to the number of emails users regularly
receive.
Since phishing scams are so common, it is important to
understand what to look out for; this includes:
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Messages which appear too good to be true
(Phising.org, n.a)
A sense of urgency has been created (Phising.org, n.a)
They expect you to click on a link (Phising.org, n.a)
There are attachments within the email that you are
not expecting (Phising.org, n.a)
It is from a sender you are not expecting to hear from
(Phising.org, n.a)
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Spear phishing
Finally, this is the last example of social engineering the
paper is going to talk through however there are many out
there to research; there are always new techniques to
learn as well so it is worth staying on top of the latest
trends.
The term spear-phishing was created in the early 21st
century and has originated from two words; spear (a tool
used to catch fish) and phishing (a malicious method to
obtain information) (Miljkovac, I, 2021). It originated in
1996 when hackers in America were trying to steal login
information (Miljkovac, I, 2021).
Spear phishing has been found to make up the majority of
phishing attacks because the attacker can have a clear
reward in mind from targeting a particular company
(Moes, T, n.a). The kind of rewards cybercriminals have in
mind include information or access that can lead to
financial gain or valuable data (Moes, T, n.a).
The characteristics of spear-phishing include:
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Targeting a specific individual or business (Miljkovac,
I, 2021)
Messages will try to address the victim or business
personally and could impersonate a legitimate entity
(Miljkovac, I, 2021)
The content of the messages will include personal
information and will ask for further personal details
regarding the topic (Miljkovac, I, 2021)
The message creates a sense of urgency and will
include a call to action (Miljkovac, I, 2021)
The element that makes spear-phishing so unique, is the
level of personalisation and research involved in order to
communicate and trick the victim (Acronis, n,a). Spear
phishing is a very targeted approach compared to
regular phishing and requires a different technique in
order to trick their target (Acronis, n.a). The hackers will
use social media to gain insights on their target, this can
help them write messages which seem more realistic and
therefore are more likely to trick the victim (Moes, T, n.a).
Cybercriminals will use communication tools such as
emails and text messages to make the victims:
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Click malicious links (Acronis, n.a)
Download malware (Acronis, n.a)
Share personal information (Acronis, n.a)
Whilst this can be quite time consuming to prepare, if they
have done all the research effectively it can be fairly
successful.

70%

Research has shown that “spear-phishing
emails have an effective open rate of 70%, out
of which, 50% of people open the malicious
content or respond to the content within” them
(Miljkovac, I, 2021).

This shows that although they require extra effort, spearphishing attacks usually tend to have a higher payoff;
especially compared to regular phishing attacks. One of
the main reasons for this, is because there is a lot of
research going into making sure that the messages are
highly personalised which makes it harder for the reader
to identify it as a threat (Acronis, n.a),
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conclusion
In conclusion, social engineering is a very common form
of cyber-attack which can be done through a variety of
techniques and methods. Due to how popular this type of
attack is by cybercriminals, it is worth training your
employees regularly on this style of attack and what to
look out for.
If this kind of attack was to happen to your business it can
take a long time to fully recover as well as permanent
damage could be done regarding customers’ trust,
revenue, and productivity of employees. Always make sure
you have regular backups of data available to avoid
having a long recovery time and ensure your business has
all the correct security measures in place to avoid this.
Due to the rise in popularity of social engineering, it can
be assumed that cybercriminals aren’t planning to stop
this anytime soon and the main reason for this is that it
does not rely on breaking through security systems. Social
engineering relies on human error and due to the lack of
knowledge regarding security and scams within the
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workplace, it is an easy method for criminals to gain the
rewards they are after.
The research has shown that the most common attack is
phishing therefore always check your emails and the
links/attachments within them; to ensure it is coming from
a legitimate business. Do not give out personal
information when you have not been expecting to and if
you are unsure, it is always best to reach out to the real
company themselves to verify if your details were needed.
If your business would like support and training regarding
social engineering, our dedicated IT team are always
happy to help. This would be the best method for ensuring
social engineering does not get the better of your
company and can help your employees to use best
practices regarding IT and security within the workplace.
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